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Dear Parents and Guardians

Welcome to the Autumn edition of our E-safety newsletter. The information provided here is intend-
ed to bring to your attention the current issues surrounding E-safety and responsible technology use
that are particularly relevant to families with primary aged children. The links provided in this newslet-
ter will take you to trusted third party sites where much more information and support can be obtained.
In addition, other information has been provided by 'Ditto’ the online safety magazine: www.esafety-adviser.com

The latest advice from Dorset Police’s Child Online Safety team.

Keeping Children Safe Online

Children learn through exploration and natural curiosity, and the internet can

be a wonderful educational tool. But there are risks in the virtual world as well
as the real world and our children need to be protected from everyday dangers — and that includes
going online. In the age of smartphones and tablets adults can find it a real challenge to not only ed-
ucate children in doing the right thing, but monitor and control their online behaviour.

None of us — of whatever age — are immune from encountering problems online and our children are
certainly more vulnerable and naturally more trusting than adults. Some of these potential issues are
as follows:

e Twappropriate contact: From people, who may wish to abuse, exploit or bully thewm.

o Twappropriate conduct: because of their own and others’ ouline behaviour, such as the per-
sonal information they make public, for example on social networkivg sites. Unfortunately,
children can also become cyberbullies, especially when evcouraged by others.

e Twappropriate content: being able to access or being sexunally explicit, racist, violent, extrem-
ist or other harmful material, either throuah choice or in error.

QUIZ T IME

I'm afraid that there are no prizes for complet- DORS ET Po I-ICE

ing theses quizzes but by following these links
you can test your E-safety knowledge with four CY BE RS F E
quizzes provided by Dorset Police.

Quiz1 Quiz2 Quiz3 Quiz4



https://www.dorset.police.uk/media/63196/online_cyber_safety_parents_fact_sheet_week_1.pdf
https://www.dorset.police.uk/media/63197/online_cyber_safety_parents_fact_sheet_week_2.pdf
https://www.dorset.police.uk/media/63198/online_cyber_safety_parents_fact_sheet_week_3.pdf
https://www.dorset.police.uk/media/63195/online_cyber_safety_parents_fact_sheet_week_4.pdf

At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an Informed conversation about enline safety with thelr children, should they
feel it Is needed. This guide focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults,
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Meef our exper,

Pete Badh is a writer with over 10+ years in research
and analysis. Working within a specialist area for
West Yorkshire Police, Pete has contributed work
which has been pivotal in successfully winning high
profile cases in court as well as writing as a subject
matter expert for industry handbooks.




Online Grooming on the Rise

The NSPCC have recently reported a significant
increase in online grooming. Figures from a
freedom of information request to 42 police
services in England and Wales have found that:

e In 2021 there is was an all-time high, a
jump of around 70%.
Snapchat and Instagram were the most
common tools used by offenders.
There were 5,441 offences of sexual
communication with a child recorded
between April 2020 and March 2021.

There can be little doubt that lockdown played
a significant role in this and | would like to make
a couple of important points:

These are recorded offences; it is widely
suspected that the majority of offences go
unreported and undetected.

Although the most common tools used by
offenders to groom children were Snapchat
and Instagram, grooming can happen
anywhere, e.g. it can start in a game and
lead to private chat within an app or within
the game.

The Ann Craft Trust and The Marie
Collins Foundation have
collaborated to produce a resource
to help parents of children with
autism understand various online
risks.

You can download a really useful
leaflet which helps with talking to
your child about sexual abuse,
spotting the signs and much more.

Download the leaflet HERE.

Advice

Talk to your child. Their online lives and the
myriad of games/apps they are using can
appear overwhelming, but unless you
understand their online lives, the support you
can give them is limited.

To learn more about grooming and how to talk
to your child see HERE and HERE.

Use parental controls. All games, apps and
consoles come with parental controls such as
turning off chat. Many children and young
people use gaming for socialising with their
friends so if you do allow them to chat, keep a
watchful eye on their friends list.

To learn more about what parental controls are
available on devices and how to set them up,
see HERE.

Report it - if you know or suspect your child has
or is being groomed you can make an online
report to CEOP HERE.

Make sure your child also knows that they can
make a report.

ann craft trust

Lego have created some activities for parents of younger
children to talk about digital safety and wellbeing. These
look really good and are free. See for more

information.



https://www.anncrafttrust.org/helping-my-autistic-child-stay-safe-online/
https://www.lego.com/en-gb/sustainability/children/buildandtalk
https://www.lego.com/en-gb/sustainability/children/buildandtalk

